HSOMB Articles of 2004

(Minnesota, lowa, & Wisconsin)

The following eight pages of records (and one email) were released to
Mike Gilday by the Department of Homeland Security on January 9, 2006, in
response to FOIA request IAIPO5F021, for “Homeland Security Operations
Morning Briefs, or relevant excerpted entries therein, making mention of the
states of Minnesota, lowa, or Wisconsin, since January 1, 2004”. This was the
first responsive release of three total record releases. Persons wishing to
request copies of these records from DHS should apparently request “the
abbreviated, 8-page, 9 January 2006 release” to the above reference number.

Please note that all three entries for July are duplicates, and that the
image on page six is unrelated to any of the HSOMB entries reproduced here.
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HSOMB Articles Of 2004
{Minnesota, Iowa & Wisconsin)

JANUARY

1. (Ullm) MINNESOTA: Border Patrol Agents Arrest Overstay

from the Phillppines. According to CBP reporting, at the Duluth Station,
Border Patrol agents received custody ofI {b) (8) a
resident of the Philippines, from the Jackson County Shenlis Office. Border
Patrol agents turned| (1) () |over to ICE. was the subject of a B-
1 overstay, who had an NCIC arrest warrant for final removal order. Border
Patrol agents coordinated with the appropriate law enforcement entities.
HSOC initiated name checks are pending. (CBP Morning Report, 7 Jan 04;
HSOC 053-04)

2. (U) MINNESOTA: Minneapolis Man Indicted for Alleged Al-Qaida
Link. According to 21 January press reporting, a 30-year old man was
indicted on charges of supporting al-Qaida. Allegedly, the man gave
“material support and resources to a designated foreign terrorist organization,
namely al-Qaida” beginning in March of 200{} and continuing until his arrest
in Minneapolis in December. According to Attomey General John Ashcroft,
the indictment “demonstrates fhis nation’s resolve to detect, disrupt, and
dismantle the networks of terror.” An assistant attorney general added that
“this case is a stark reminder that the threat from terrorists and those who help
them exists across the country, not just in New York City and Washington,
D.C., but also in places like Buffalo, Tampa, Portland, San Diego, and now,
Minnesota.” The man appeared in federal court in New York and was ordered
held without bond pending his return to Minneapolis. (Reuters, 21 Jan 04)

3. (UN) MINNESOTA: Pipe Bomb Found at USPS Processing and
Distribution Center. According to USPS reporting on 25 January, a pipe bomb
was discovered at the St. Paul Postal Service Processing and Distribution Center.
The pipe bomb was described as twelve inch by three and one quarter inch in
diameter found in a mail hamper by a postal clerk. The device was removed from
the building by the St. Paul Bomb Squad and while attempting to render it safe, the
pipe bomb detonated. No usable evidence was recovered. (USPIS, 26 Jan 04)

FEBRUARY
No articles reported during the month of February.
MARCH

No articles reported during the month of March.
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No articles reported during the month of April.

APRIL

MAY
No articles reported during the month of May.
JUNE
1. (U } MINNESOTA: CBP Inspectors Encounter Possible

Terrorist Affflate—a Naturalized U.S. Citizen. According to CBP
reporting, on 4 June, in Minneapolis-St. Paul, CBP inspectors examined a

naturalized U.S. citizen (bom in Sudan) was is the subject of a| (b) (2)migh

(b} (2) niéh indicating possible affiliation with terrorist training in Sudan. CBP
inspectors notified NTC and appropriate law enforcement officials. During
secondary exam, CBP _inspector’s uncovered documents indicating his
involvement as the (b) (6) in an organization identified
as the Gambella People Liberation Movement/Gambella People Liberation
Front {(GPLM/GPLF). The GPLM/GPLF is not listed on the U.S. Department
of State’s list of terrorist organizations. He reported that his involvement in
the organization was limited fo solicitation of funds, recruitment, and support
of the cause through education. CBP inspectors copied all documents and

provided copies to the appropriate law enforcement agency and released
him. {CBP Morning Report, 5 June 04; HSOC 1540-04)

2. WISCONSIN: Suspicious Photographic Activity. According
to HSOC reporting, on 5 June, in La Crosse, in the late afternoon, four
males of Middle Eastern descent were observed taking photographs of the
decommissioned Dairy Land Nuclear Power Plant. The four individuals
were in a vehicle owned by a citizen of the United Arab Emirates who
arrived in the U.S. in late April, on a student visa. (HSOC SIA desk, 7 Jun
04; HSOC 1579-04)

3. (U) MINNESOTA: Minneapolis IAP to Test Alrport Security Plan.
According to 16 June press reporting, frequent fliers will be able to avoid
extra security inspections at airports by submitting to background checks as
part of an experiment that begins in Minneapolis later this month. The
program, called "registered traveler,” will provide frequent travelers with the
means to expedite the screening experience without compromising security.
Participants will give TSA their name, address, phone number, birthdates,
and “biometric identifiers” including fingerprints and iris scans. That
information will be matched against law enforcement and intelligence
databasass for threat information or outstanding criminal warrants. Cleared
participants will be able to pass through a “registered traveler” lane at
airport security checkpoints. (Associated Press, 16 Jun 04; HSOC 1744-04)
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(VIIFO ) IOWA: Department of Transportation Plans to Check
Heavy Trucks for lllegal Radioactive Cargo—Part of State Anti-terror
Strategy. According to 28 June press reporting, as part of their anti-terror
strategy, lowa plans to become one of the first states in the nation to
routinely check heavy trucks for illegal radioactive cargo in an effort to stop
terrorists from smuggling bomb-making materials or stolen nuclear
weapons. They will install drive-through radiation detection equipment,
probably this year, at five weigh stations on Interstate Highways 80 and 35.
Additionally, the law enforcement officers responsible for inspecting the
trucks will be given hand-held devices to check for explosives. Trucks
trying to avoid the weigh stations by taking other routes will face being
caught by patrolling state officers. Reportedly, Tennessee and California
have already installed radiation detection systems, and California has plans
to install more systems which are scheduled to be fully operational in
September. (Des Moines Register, 28 June 04; HSOC 1924-04)

ILY

1.

2.

(UIM MINNESOTA: Suspicious U.S. Person Detained.
According to CBP reporting, on 7 July, at the Minneapolis-St. Paul
Intemnational Airport, CBP inspectors detained a lawful permanent resident
alien of Iragi nationality for Suspicious behavior. Reportedly, the U.S.
person arrived on a flight from Amsterdam and had two photographs
believed to be of two suspected terrorists. Additionally, he owned DVDs
and videos which purported to praise Saddam Hussein and Muqgtada al-
Sadr—an Iraqi dissident religious leader. The U.S. person aiso was in
possession of several unusual hand-made notes on an airplane napkin
that raised concemns. CBP inspectors notified the appropriate law
enforcement officials who expressed interest in the U.S. person. CBP
cumrently has the individual in detention. (CBP Mormning Report, 8 Jul 04;
HSQC 2058-04)

S) MINNESOTA: Suspicious U.S. Person Detained.
According 10 CBP reporting, on 7 July, at the Minneapolis-St. Paul
International Airport, CBP inspectors detained a lawful permanent resident
alien of Iraqi nationality for suspicious behavior. Reportedly, the U.S.
person arrived on a flight from Amsterdam and had two photographs
believed to be of two suspected terrorists. Additionally, he owned DVDs
and videos which purported to praise Saddam Hussein and Mugtada al-
Sadr-~an Iragi dissident religious leader. The U.S. person also was in
possession of several unusual hand-made notes on an airplane napkin
that raised concerns. CBP inspectors notified the appropriate law
enforcement officials who expressed interest in the U.S. person. CBP
currently has the individual in detention. (CBP Moming Report, 8 Jul 04,
HSOQC 2058-04)

UNCLASSIFIED// FOR SEONLY

5\



UNCLASSIFIED/ FOR QFFl = ONLY

3. (Uﬂh) MINNESOTA: Suspiclous U.S. Person Detained.
According to CBP reporting, on 7 July, at the Minneapolis-St. Paul
International Airport, CBP inspectors detained a lawful permanent resident
alien of Iragi nationality for suspicious behavior. Reportedly, the U.S.
person arrived on a flight from Amsterdam and had two photographs
believed to be of two suspected terrorists. Additionally, he owned DVDs
and videos which purported to praise Saddam Hussein and Muqtada al-
Sadr—an tragi dissident religious leader. The U.S. person also was in
possession of several unusual hand-made notes on an airplane napkin
that raised concerns. CBP inspectors notified the appropriate law
enforcement officials who expressed interest in the U.S. person. CBP
currently has the individual in detention. (CBP Morning Report, 8 Jul 04;
HSOC 2058-04)

pQUGUST

1. (UINS) MINNESOTA: Sheriff’s Deputy Overhears Suspicious
Conversation. According to CBP reporting, on 1 August, in Winnebago County,

a deputy from the Winnebago County Sheriff’s Department overheard an
individual talking on a telephone and making references to “payback”, “bombs”,
and “blowing things up”. The individual claimed to be a U.S. citizen and
provided a U.S. passport to CBP officials. However, CBP inspectors believe the
passport is fraudulent. The individual is currently being detained for interviews
by the appropriate law enforcement agencies. (CBP Moming Report, 2 Aug 04;
HSOC 2468-04)

2. (IMES) MINNESOTA: Suspicious Activity at the Koch Fuel
Refinery. According to National Response Center reporting, on 10 August, a
U.S. person, in St. Paul, reported that a Middle Eastern male approached the
security gate at the Koch Fuel Refinery. The individual asked questions at a
suspicious time about employment opportunities, what type of facility the Koch
Refinery was, and what type of work took place there. When the security guard
used the radio to report the man’s presence, he drove off quickly. The individual
drove a white Nissan Maxima with gold lettering and| () (6)

{b) (6) The man was between 30-35 years old, 68 inches tall,
between 130-180 pounds, and short black hair. (NRC Incident Report 731347,
OC 2640-04)

3. (U ES) MINNESOTA: Suspicious Photographing of Lock and
Dam. According to USCG reporting, on 7 August, three individuals of possible
Middle Eastern descent were observed photographing the Army Corps of
Engineers Lock and Dam Number 7. Two lock operators observed the activity

and described the individuals® vehicle as a white Mitsubishi{ (b) (s)
m Yegistered to an individual living in Superior, Wisconsin. (COGARD MSO
. LA

uis, 11 Aug 04; HSOC 2729-04)
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4. (U/ S) WISCONSIN: Suspicious Photographing of Milwaukee
Harbor Entrance and Facilities. According to USCG reporting, on 18 August,
two males, one of possible Middle Eastern descent, were observed photographing
numerous structures and the harbor entrance to Milwaukee Harbor. Maritime
security officers approached the two men and told them that photographmg the
harbor area was prohibited. The Middle Eastern male -
attempted to bribe one of the officers to look the other way.
The two men shortly departed the area, but were seen again
in their vehicle where the M/V CAPT. HENRY JACKMAN
(pictured here) was moored. A patrol officer followed their
vehicle off the port property. An investigation is on-going.
(COGARD MSO Milwaukee, 18 Aug 04; HSOC 2852-04)

SEPTEMBER

1. (U”S) WISCONSIN: Suspicious Appesaring Package.
According .8. Postal Service {(USPS) reporting, on 10 September, in
Milwaukee, a concerned postal customer reported receiving a package that
appeared to be a possible pipe bomb. A USPS investigation revealed that the
Madison Convention’s and Visitors Bureau (MCVB) was responsible for the
package which was part of a mass mailing. The MCVB packages consist of &
silver tube (8 inches long and approximately 2% inches in diameter) sealed at
both ends with blue tape. Note:" This information is provided due to the
possibility of other USPS customers mistaking the packages for pipe bombs.
(USPIS 091004-17, 10 Sep 04; HSOC 3323-04)

DCTOBER

1. (UIIHS) WISCONSIN: FPS Agents Arrest Suspect in Bombing
Plot. Accordifig to ICE reporting, on 29 September, in Milwaukee, an FPS
agent arrested a named individual who allegedly planned to blow up the Reuss
Federal Plaza building---a 14-story glass building that houses multiple federal
agencies and more than 800 Federal employees. The individual was charged
with one count of Threatening to Use a Weapon of Mass Destruction.
Authorities believe the individual has extensive knowledge in bomb-making and
that one of his heroes was the Unabomber. Reportedly, the individual selected
the Reuss Federal Plaza because of its proximity to the street and the amount of
glass in the building. The individual is currently serving time in a2 County jail
on unrelated charges and has been detained on the new charges. (ICE Daily
Summary, 30 Sep 04, HSOC 3684-04)

2, ( ) MINNESOTA: New Type of Concealed
Weapo redit Card-Sized Pistol. According to press
reporting, in Minneapolis, a local gun maker and gun shop
displayed a new type of firearm: one that could almost fitina
wallet. It's a two-shot weapon made from a piece of metal the
size of a standard credit card but approximately one half-inch
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thick. Each barrel fires seven standard BBs. The guns are intended for close-
range self-defense. The effectiveness of the gun is limited to less than ten feet.
The credit card-sized gun is a muzzie-loaded weapon. The user must measure
out gunpowder, pour it into each barrel, drop seven BBs in each barrel, and
tamp them down on a small wad of paper. (Press, 6 Oct 04; HSOC 3777-04)

3. (U ) WISCONSIN: Suspicious Photography of Petroleum
Tank Farms. “According to USCG reporting, on 11 October, at the Port of
Milwaukee, a petroleum storage tank facility employee observed an unidentified
male photographing the area with a large telephoto lens. The unidentified male
photographed two neighboring petroleum facilities and the railroad tracks
adjacent to both facilities. The employee attempted to confront the male and
when the male noticed him approaching, he returned to his vehicle and departed
the area. The individual was described as slim with dark hair, no facial hair, and
driving a dark blue Honda Accord with Wisconsin license tags. Facility
security personnel notified local authorities; an investigation is on-going.
(COGARD MSO Milwaukee, 13 Oct 04; HSOC 3864-04)

NOVEMBER

1. (U/ S) MINNESOTA: Canadian Citizen Denied Entry to U.S.

On 8 November, at the Minneapolis St. Paul Port of Enlry,
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| ) (6) ]

Canada) arrived from Amsterdam, Netherlands and applied for admission as a
B2 (temporary visitor for pleasure). CBP inspectors identified (b) (6)  |asa
possible subject of NTC later confirmed that] () 6y |
was not a match, but he was found inadmissible into the U.S. as an immigrant
without an immigrant visa and for mi ting material facts, CBP
inspectors denied entry td (b) (5) cessed him for expedited removal,
and scheduled his return fo Calgary, Canada. (BTS Daily Operations Report, 10
Nog04; HSOC JO{XX-04)

s S) WISCONSIN / TEXAS: Possible Attempt to Obtain
Sensitive Information. According to reporting from the Corporate Physical
Security manager at We Energies, on 16 November, in Milwaukee, the We
Energies security manager received a call from a man who identified himself by
name as a representative of American Electric Power's (AEP) IT Security group.
The caller addressed the manager by name and asked the manager if he was
responsible for network security. He also asked if he could give the caller the
name of the individual at We Energies who is responsible for network security.
The caller said he was interested in finding out what kind of Supervisory
Control and Data Acquisition (SCADA) protection schemes were being used by
We Energies—reportedly so that the caller could determine if there was
something better he should be using. The manager told the caller he would have
the We Energies IT Security perSon return the call. The caller said he was
calling from AEP's Houston office but he gave the manager a call back number
at "his Corpus Christi office”. Based on the background sounds of a "boiler
room" operation and the manner in which the caller phrased his inquiries, the
manager suspected that the call was likely a search for a person to whom to
make a sales pitch, although the manager couldn’t rule cut more sinister
intentions. The manager checked with AEP’s physical security and no such
person exists in AEP’s I'T Security department. There is no AEP facility in
Corpus Christi, and the phone number is an out-of-service cell phone. Note:
This incident illustrates the potential threat of social engineering o elicit critical
infrastructure information in innocuous and incremental ways. (We Energies
Manager of Corporate Physical Security catl-in, 17 Nov 04, HSOC 4391-04)

U/ ES) MINNESOTA: Suspicious Individual Possessing and
Attempting Yo Duplicate Fraudulent LAPD Identification Cards. According
to reporting from a Kinko’s manager, on 18 November, in Coon Rapids, an
unidentified male entered the store and wanted to make duplications of LAPD
identification cards he had in his possession. The individual claimed that he
conducted business with the Los Angeles Police Department (LAPD) on a
regular basis and that he worked for a company called Federal Arms
International (FAI). The individual expressed that he was in a rush and
appeared irritated that the store could not duplicate the cards fast enough. He
eventually stormed out of the business and did not return. Research revealed
that FAI did not exist and contact with the LAPD indicated that the LAPD had
never heard of the man or the company he claimed to represent. The individual

UNCLASSIFIE CIAL USE ONLY




UNCLASSIFIED// FOMSE ONLY

was described as a 40 to 45 year old white male, 6 feet, 200 pounds, gray beard,
and wearing an olive-green military style nylon jacket. LAPD confirmed that
identity cards are counterfeit. All appropriate law enforcement authorities were
notified and an investigation is on-going. (Kinko’s Manager Call-in to HSOC,
18 Nov 04; HSOC 4415-04)

JECEMBER

1. (UIIFM) MINNESOTA // WISCONSIN: USCG Reports Possible
Threat to the Airport and the Murphy Oil Refinery. According to USCG
reporting, on 30 November, at Duluth International Airport, the Director of
Operations (DO) reported that there was a possible threat to the airport and the
Murphy Qil Refinery in Superior, WI. The DO reported the threat to the USCG
Marine Safety Office in Duluth. Reportedly a named individual called (911)
stating that something big” was going to happen and asked for directions to the
Duluth International Airport and the Murphy Oil Refinery. Law enforcement
authorities interviewed the named individual. MSO DULUTH issued a Captain
Of The Port (COTP) order to the refinery and to the motor vessel INDIANA
HARBOR to enact their security plans for an explosive threat, and sent a team
to conduct a facility security inspection of the refinery. Both the refinery and
the INDIANA HARBOR were ordered to report findings to MSO Duluth.
(USCG Reporting 30 Nov 04; HSOC 4565-04)

2, (Ulliﬁ) MINNESOTA/KENTUCKY: Minneapolis (MSP)
Airport Po adge Stolen. According to TSA reporting, on 9 December,
the Minneapolis St Paul International Airport Police Department (MSIAPD)
reported that a small clip style MSIAPD badge was stolen from a vehicle in
Louisville, KY. The police badge and vehicle belong to a named U.S. citizen,
who is a retired Minneapolis Airport Police Lieutenant. Also stolen from the
vehicle, was a computer jump drive that contained ail the law enforcement
membership records of the Southern Police Institute Alumni Association. These
records contained such information as the names, addresses, phone numbers,
law enforcement status of the association’s members. Association members are
from federal, state, and local law enforcement agencies nationwide. The police
badge is a gold badge with the Seal of the State of Minnesota in the center.
Above the state seal is the word “Lieutenant” and “Airport™, and below the seal
is “Police”. The badge number is “7”, and this number is found on the face of
the badge below the word “Police”. The Chief of the MSIAPD requested TSA
assistance. Local, state, and federal agencies in Minnesota and Kentucky were
informed. (TSA report, 10 Dec 04; HSOC 4716-04)
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Ford Page, Sandy

From: Ford Page, Sandy

Sent:  Monday, January 09, 2006 9:28 AM

To: Chase, John

Subject: FOIA Case |AIPO5F021
To answer your question about the release of information that is marked FOUO/LES.
A line by line review was completed by the HSOC technical expert, their counsel, and this office as required unde
FOIA. No LES data was found that needed to be withheld under b7. We did find sensitive data and personal
information which were withheld under b2 and b6. We then lined through the original FOUO/LES markings.

| believe that most HSOC documents, if not all, are marked FOUQ/LES when created. Subsequent reviews eithe
gonfirm it, or not.

Let me know if you need any further information.

Thanks!
Sandy

1/9/2006




The original documents (color computer printouts on bond paper, with marker
redactions in black and page numbering in purple) were scanned as B&W
images and imported directly into SUN Microsystems' OpenOffice text editor,
which was used to create this PDF file.

This is version 2.0 of this file, replacing a lower-quality version created from
digital camera images.

File hosted by the Twin Cities Urban Exploration Cabal, http://www.tcuec.com
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